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Security Advices and Warnings

Please read this chapter carefully and examine the equipment carefully for potential damages which might
arise during transport and to become familiar with it before continue to install, energize and work with a
SG.

This chapter deals with important information and warnings that should be considered for safe installation

and handling with a device in order to assure its correct use and continuous operation.

Everyone using the product should become familiar with the contents of chapter »Security Advices and

Warnings«.

If equipment is used in a manner not specified by the manufacturer, the protection provided by the

equipment may be impaired.

PLEASE NOTE

This booklet contains instructions for installation and use of SG. Installation and use of a device
also includes handling with dangerous currents and voltages therefore should be installed,
operated, serviced and maintained by qualified personnel only. ISKRA d.o.0. company assumes no
responsibility in connection with installation and use of the product. If there is any doubt
regarding installation and use of the system in which the device is used for measuring or
supervision, please contact a person who is responsible for installation of such system.

Before installing

Check the following before installing the device:

e Nominal voltage.

e  Terminals integrity.

e Protection fuse for voltage inputs (recommended maximal external fuse size is 10 A).

e External switch or circuit breaker must be included in the installation for disconnection of the
devices’ aux. power supply. It must be suitably located and properly marked for reliable
disconnection of the device when needed.

e  Proper connection and voltage level of /0 module.
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USED SYMBOLS ON DEVICES’ HOUSING AND LABELS

Used symbols on devices’ housing and labels

SYMBOL

EXPLANATION

DANGER

Indicates proximity of hazardous high voltage, which might result in serious injury

or death if not handled with care.

WARNING

Indicates situations where careful reading of this manual is required and following

requested steps to avoid potential injury is advised.

Compliance of the product with directive 2002/96/EC, as first priority, the
prevention of waste electrical and electronic equipment (WEEE), and in addition,
the reuse, recycling and other forms of recovery of such wastes so as to reduce the
disposal of waste. It also seeks to improve the environmental performance of all

operators involved in the life cycle of electrical and electronic equipment.

A
A
i

Wi-Fi symbol.

Network symbol.

g

Compliance of the product with European CE directives.

UK
cA

Compliance of the product with UK Conformity Assessed (UKCA) directives.

Disposal

It is strongly recommended that electrical and electronic equipment (WEEE) is not deposit as municipal

waste. The manufacturer or provider shall take waste electrical and electronic equipment free of charge.
The complete procedure after lifetime should comply with the Directive 2002/96/EC about restriction

on the use of certain hazardous substances in electrical and electronic equipment.

iv
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1 BASIC DESCRIPTION AND OPERATION

This chapter presents all relevant information about the SG required to understand its purpose,

applicability and basic features related to its operation.

In this chapter, you will find:

1.1  DESCRIPTION OF THE DEVICE 1-2
1.2 APPEARANCE 1-2
1.3 SG APPLICATION 1-3
1.4  MAIN FEATURES 1-5
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1.1 Description of the device

The SG series of smart gateways are intended to connect various equipment into communication
network. The gateway has built-in two optical (IR) communication ports and the RS485 serial
communication with the MODBUS protocol. RS485 communication enables data transmission and
consequently the connection of communication gateway into the RS485 network and communication
with various equipment, consisting of RS485 communication (e.g. energy meters, latching switches,
power monitoring devices, etc.), via MODBUS.

The SG series also consist of pulse input and temperature sensor (Pt1000) input.

The SG-W1 version is equipped with Wi-Fi communication. This type also has an alternative version with
an external antenna (SG-W1A).

The SG-E1 version is equipped with Ethernet communication. Activation of Wi-Fi communication (via
parameter) is also possible with this device, but in that case, the Ethernet will not be active on RJ45.

1.2 Appearance

1 RJ-45 terminal can be utilized either for ARSSAI%S B
RS485 communication or for Ethernet
communication (only for SG-E1) (( —
2 RS485 communication '[l ~ | |@iekra
3 IR communication port (one on each iy IE\& SGWIA I_I
side) o BT 3
4 DIN-rail fitting I | =
5 External antenna (only for SG-W1A) m
6 Multifunctional green, red, orange ' : (i
LED | ' RESET E
7 Power supply N =2

8 Power input and temperature L
sensor (Pt1000) input nert n
e

L g30vacN

Figure 1: Appearance of smart gateway SG.

A built-in LED diode indicates different operation states of the SG. A tactile switch is built-in for reset
and factory reset of a gateway. Short press resets the gateway, pressing button for more than 10
seconds (orange LED diode starts blinking fast) will do a factory reset (meaning setting SG to factory
settings). Connecting terminals are built to be fastened according to EN 60715 standard. The SG

interface with corresponding equipment enables setting and reading the instruments.
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1.3 SG application

The SG can be used in a variety of applications including:

»  Single-phase single point metering and control.
»  Three-phase single point metering and control.
»  Connecting different devices via IR communication and RS485 communication.
»  Connecting different devices via Wi-Fi (e.g. Pt1000 temperature sensor).
>

Monitoring single or multiple devices.

SINGLE-PHASE SINGLE POINT METERING AND CONTROL

STATUS
DATA

CONTROL
— 5958 |
i 0
IR - IR -
Wy —
& S |
- Ul
&y
..... ©]
CONTROL ®

Figure 2: Connection diagram for SG. It is connected to an energy meter (on the left side of
the SG) and to latching switch (on the right side of the SG) by IR communication. It is possible
to read and control data with the computer or mobile phone.
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THREE-PHASE MULTI POINT METERING AND CONTROL

DATA

[ellskral

STATUS
CONTROL

Ellskra

RS485

S8 . SN S8/ |
AN f R _ 0 . .
% - ‘ - I i i, I
= i | , g i [ f i ] ‘. ‘
*) *} )
CONTROL
! ! !
= o
©

Figure 3: Connection diagram for SG for connection to three-phase energy meter. It is
connected to an energy meter (on the left side of the SG); to one latching switch (on the right
side of the SG) by IR communication and to two latching switches by RS485 communication.
It is possible to read and control data with the computer or mobile phone
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1.4 Main features

e AC mains power supply.

e Nominal supply voltage (U,) from 85V to 265 V AC or 85V to 300 V DC.
e Nominal frequencies 50 Hz and 60 Hz.

e Multifunctional front LED.

. RS485 serial communication.

e IR serial communication (2 ports).

e Wi-Fi communication (can operate with or without an external antenna).
e  Ethernet communication (valid only for SG-E1)

e 1-DIN rail width mounting communication gateway according to EN 60715.
e  Pulse and temperature input.

e  SG-W1A can only operate with an external antenna.

e  SMA male connector (only for SG-W1A).

User’s Manual SG-E1 / SG-W1 / SG-W1A
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2 CONNECTION

This chapter deals with the instructions for SG connection. Both the use and connection of the device
includes handling with dangerous currents and voltages. Connection shall, therefore, be performed
ONLY a by a qualified person using an appropriate equipment. ISKRA, d.o.o. does not take any
responsibility regarding the use and connection. If any doubt occurs regarding connection and use in
the system which device is intended for, please contact a person who is responsible for such
installations.

In this chapter you will find:

2.1  MOUNTING 2-7

2.2 ELECTRICAL CONNECTION 2-8

User’s Manual SG-E1 / SG-W1 / SG-W1A I 2-6
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2.1 Mounting

The SG is intended only for DIN-rail mounting. It should be mounted on a DIN-rail between an energy

meter and latching switch.

Case is sealed. Do not open the device. No warranty if case is opened.

30 17,5

OB

45

=
Qo
90,7
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L

@ @
41,1 2l
63,9 43 <
Figure 4: Dimensional drawings of SG-W1 and E1.
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Figure 5: Dimensional drawings of SG-W1 with an external antenna.
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2.2 Electrical connection

WARNING

Installation must be carried out and inspected by a specialist or under his supervision. Wrong
or incomplete connection of voltage or other terminals can cause non-operation or damage

to the device.

The SG should be connected to power supply voltage. Two IR communication ports are assembled into
the gateway, one on each side. The left one communicates with energy meter, the right one is meant
to connect to latching switch. The latching switch can be turned on/off by energy meter with set limit

values or by user via Wi-Fi network using dedicated software (e.g. MiQen software).

RS485
I |

[A] 59 [E] [Al[E]

Energy meters

. WM, Power
Energy meter R SG-E1/ Latching monitoring

WM1-6/WM3-6| IR g | Wi/WiA | @B~ |switch | |devices mc,

latching switches

mjm

L )
N

Figure 6: IR and RS485 connection of SG

Additionally, devices (e.g. energy meters, latching switches, power monitoring devices, etc.) can be
connected to the gateway via RS485 communication.

All devices connected to SG are visible at their Modbus addresses.

SG can manage 4 devices on WEB interface (1 energy meter and 1 latching switch via IR MODBUS
communication and 2 devices via RS485 communication). However, there can be more than 2 devices
on RS485 network, but controlling of them is possible only through Modbus TCP with theirs Modbus
addresses.

PLEASE NOTE

For proper operation of the IR communication, avoid a powerful external source of light.

User’s Manual SG-E1 / SG-W1 / SG-W1A I 2-8
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Communication connection

The complete SG system is assembled with three main units and two optionally units, which are used

for communication with outside world:

e  The power supply unit.

SG is supplied from AC power mains with nominal voltage 230 V. An isolated SMPS power supply

is used to supply main MCU as well as Wi-Fi module, communication units and MCU peripherals.

e  The processing unit (SOC) with two IR communication channels, RS485 communication

channel, LED indicator and Switch for reset/factory reset.

Various equipment can be connected to SG communication gateway via IR communication or via

RS485 communication. All communication channels using MODBUS protocol.

e  Wi-Fi module.

Wi-Fi module is equipped on each gateway and enables connection of SG to user's Wi-Fi network
using TCP MODBUS protocol.

e  Ethernet module.

Gateway SG-E1 version also contains 10/100 Base-T/TX Ethernet Transceiver for ethernet

communication.

e  Extension modules of SG (pulse input and temperature sensor (Pt1000) input)

SG does not have any adjustable elements (e.g. potentiometers), which assures a better long-term

stability.

Terminals

Pulse input
Power supply

RS485 communication
Temperature sensor

Pulse -

N

A SC
Pt1000

Pulse +
L
B
Pt1000

Table 1: Survey of communication connection

O\O—>
>

o0
on
oo
@0

Pulse —
Pt1000
Pulse +

Figure 7: Pulse and temperature sensor connection of SG

PLEASE NOTE

Check labels on the side of the meter to check what modules are built in.

2-9 |
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3 FIRST STEPS

Programming a SG is very transparent and user friendly. Numerous settings are organized in groups

according to their functionality.

In this chapter you will find basic programming steps:

3.1 INTRODUCTION 3-11
3.2 CONNECTING SG TO WI-FI NETWORK 3-11
3.3  SGIP ADDRESS 3-15
3.4  CONFIGURING SG WITH MIQEN CONFIGURATION SW 3-18
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3.1 Introduction

Connecting the SG is very transparent and user friendly. The flowchart below illustrates the first few
steps to more clearly understanding software settings.

STEP 1

POWER ON

STEP 2

The 5G tries to
connect to last
added WiFi network
(see chapter 3.1)

LED = BLINKING SLOW

If SG cannot connect to WiFi

STEP 3 Bluetooth in 30 seconds, it will start
- configuration procedure (see
CONNECTED Provisioning | oo 3q).

: / MODE

LED =ON LED = BLINKING FAST
STEP 4 1. MiQen software
When the device is Find SG 2. Android Fing application
conneceted to WiFi IP address . .
network, you can 3. Window file explorer

find its IP address

4, Apple bonjour service
(see chapter 3.2) i :

Figure 8: Process flowchart

3.2 Connecting SG to Wi-Fi Network

After we mounted SG on a DIN-rail and supplied it with AC power (power-up the device), we must
connect SG to Wi-Fi network. At first, SG tries to connect to last successfully added Wi-Fi network
(green LED blinking fast). If SG cannot connect to Wi-Fi in 30 seconds, it will start WiFi provisioning
procedure (orange LED blinking fast). This mode is active for 3 minutes and after that, it cycles to
connection mode again (green LED blinking fast).
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3.2.1 SETUP SG IN CONFIGURATION MODE

Connecting SG to Wi-Fi network is called provisioning. User needs smartphone with Bluetooth and
provisioning application. Provisioning application is available for various platforms:

Android (Iskra version): https://fwupdate.iskrasistemi.si/apk/app-ble-secl-debug.apk (Note: Install
apps from external sources must be enabled on smartphone)

Android (generic): https://play.google.com/store/apps/details?id=com.espressif.provble

iOS (generic): https://apps.apple.com/us/app/esp-ble-provisioning/id1473590141

3.2.2 Provisioning procedure

L 08:42 13.4Kis % @ 4
Start Iskra BLE_PROV application on your

smartphone. If Orange LED is blinking fast, click Iskra BLE Prov
on Start Provisioning.

Start Provisioning

L . . . . 08:42 v B 0.36K/s % ®
If device is found, click on it, otherwise click on -

Scan Again. Connect to Device

Prefix : PROV_ CHANGE

To provision your new device,
please make sure that your
Phone's Bluetooth is turned on and
within range of your new device.

Devices

PROV_1B9D3D

User’s Manual SG-E1 / SG-W1 / SG-W1A I 3-12
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. . 0843 = M 751K/s % @ 4 & 84% 0
Enter Proof of possession PIN and click Next.

Proof Of Possession

PROV_1B9D3D

Enter Your Proof Of Possession PIN

abcd1234

Next

08:43 L. 298K/s 3 ¥ 4 84%m

Wait for available Network list and select one
of them. If your network is hidden, then click Wi-Fi List
on Join to another network.

To complete setup of your
device, please provide your Home
Network's credentials.

Networks o
Iskra MIS - Razvoj 8=
WIFI10 a
Iskra_Guest B
IskraZaposleni a
S-Iskra e
WLAN_GUEST 5
Hepra-GUEST a
Hepra I
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Enter password for WiFi
network. If you are
connecting to hidden
network, enter network
name too. Click on
Provision.

Wait till SG connects to
provisioned network.

09:11

Provision

To complete setup of your
device, please provide your Home
Metwork's credentials.

Izkra MIS - Razvaoj

Password (3]

d34q @ = B

Provision

08:43 L.} 0.03K/s * ¥ 4

Provision

To complete setup of your
device, please provide your Home
Network's credentials.

Network Name

Password =

g W 3%

Device has been successfully
provisioned!

Cone

User’s Manual SG-E1 / SG-W1 / SG-W1A
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3.3SG IP address

If the previous step is completed, SG will connect to Wi-Fi network. In order to connect to SG, you must
find its IP address. There are several ways to find it:

1. Using serial number as network address
2. MiQen configuration SW (Browse Ethernet devices)

3. Android Fling application

3.3.1 Using serial number as network address

The easiest way to find SG’s IP address is by entering serial number into browser’s search bar.

Example: If serial number is SG000039, then use: http://sg000039/

3.3.2 Find IP address with MiQen

MiQen software is a tool for complete programming and monitoring of ISKRA measuring instruments.
Remote operation is possible by means of serial (RS485/RS232), USB or TCP/IP communication. A user-
friendly interface consists of six segments (Connection, Settings, Measurements, Analysis, My devices,
and Upgrades). These segments are easily accessed by means of six icons on the left side.

3 Micien 2.1 - Sesting Shudio o =
Bie  Jook Yiew Helo
Bz 1 G
g Refres sddrese 3 [ s o Gote: - Dence &34, IP Addeess 10362121, Pore 10001, Modbus TOP
= W Cennechon
gd
Connection Selected device Communication port Searching
Type SGE1, SeRt Var: 028 Pert 10962121
" Scan the network
™= Serial number SGO00002 Seting 10001 il
o
Settings
< W o 6
Measucenents
Dewce Ser.Mo  Descrgtion ocation i
o (= S
7] =1 -0 Labars
Anebysis =] il Famgreacrsha Postisn
=8 Labere
= Karpresorsia posts
| =] Komprescrshs pod s
= = ML
e = Fomprescnica posta
= Lsbers
) = Labere
= (== Labere
= BT D Marjan Fan|
Upgrades = Prociga Keney
e 7 EML 1, P
KO ey Maars 1, peCk
EML 1056 2200, HOM . DHCP
o Py MAC

Figure 9: MiQen programming and monitoring software

For further managing those segments, icons on the top bar can be utilised:

- READ SETTINGS ﬂ : displays all device’s settings
- READ MEMORY & : data is read directly from a device’s internal memory

-~
- OPEN '+ : data is read from a local database

- DOWNLOAD SETTINGS ﬂ : changes should be confirmed by pressing this button when
finished programming
- SAVE H : the file settings will be saved

- EXPORT : data can be exported to an Access data base, Excel worksheets or as a text file

- PRINT d : data listing can be exported into PDF file or printed on a paper

3-15 I User’s Manual SG-E1 / SG-W1 / SG-W1A
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- PRINT PREVIEW —l : preview of a PDF file
- GRAPHICAL ANALYSIS : measurements can be shown in a graphical form

- COMMUNICATION PORT SETTING b : under communication form

- INTERACTIVE INSTRUMENT n : additional communication feature of a device allows

interactive handling with a dislocated device as if it would be operational in front of a user)
2
- MEMORY INFO #* : shows available memory since last official data transfer
- HELP 9 : for more detailed information how to handle a device

The latest version of MiQen software can be downloaded from ISKRA d.o.0. website
https://www.iskra.eu/.

PLEASE NOTE

MiQen has a very intuitive help system. All functions and settings are described in Info window
on the bottom of MiQen window. In MiQen Help file, detailed instructions about software
usage, connection, and communication with a different type of devices, driver installation, etc.
are described.

I ——

MiQen has a functionality to search for network devices. Your PC must be connected to the same
network as SG! All settings can be programmed using MiQen software.

Start MiQen application and click on Browse Ethernet devices.

File Tools View Help

= B =Ad - ®H 2 S
i Refresh Address: 34 [ SGE1 # Goto: = Device #34, IP Address: 10.96.2.121, Port: 10001, Modbus TCP, Timeout 10s
i %1 Connection
Connection Selected device Communication port Searching
Type: SG-E1. Soft Ver 0.31 Port 10962121
plt : Scan the network
f." 1 Serial number. SG000002 Setting: 10001 .
Settings
*f/" Add to My devices & Browse ethernet device
Measurements

Figure 10: Browse ethernet devices selection

MiQen scans Wi-Fi network and displays results. You get a list of all detected devices on your network.
You can double click on your device and MiQen will establish a connection with it.

User’s Manual SG-E1 / SG-W1 / SG-W1A I 3-16
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[ =2 nice
i File Tools View Help
(RS- EED SR @S E S
i €4 Refresh Address: 34 [ s6£1 # Goto: v Device 34, IP Address: 10.96.2.121, Port: 10001, Modbus TCP, Timeout 10s i)
i %1 Connection |
Connection Selected device Communication port Searching
Type: SG-E1, Soft Ver: 031 Port 10.96.2.121
| [ &' Serial number SG000002 Setiing: 10001  Scanithe:natwork
Settings &
-‘f" Add to My devices @) Change settings @_ Browse ethernet devices
Measurements
TR
Device Ser.No.  Description Location Communication parameters F.- i
o | CIMCT60  MC012667  Omdiama Laboe 10962 100 10001 v C
24 W SGE1  SGO000DZ SGE RD Kranj Mafan 10.56.2121. 10001, DHCP 1P Address 10962121
Analysis T TomomeET 3 IP Pot 10001
EEiMC784  MON2AANS  Fadni HWD RAD Marian Krani MBI A1 1NNT NHCP DHCP True

Figure 11: List of all detected devices. Double click on SG device

PLEASE NOTE

If you cannot see your device, click on Browse Ethernet devices again.

3.3.3 Find IP using Fing application on Android

If you are using Android smartphone, you can use Fing application from Google Play Store. Your
smartphone must be connected to same Wi-Fi network as SG.

Start Fing application and find the SG. 13:09 0.20K/s % ¥ . = 66% @

Tsenzor v G Lo

19 devices of 27

o5 WTS00021 Iskra d.d.
1%

® 172219623
o Smart Device Iskra d.d.
te

21.96.24 iHUB

9 Smart Device Iskra

® .- 6.25 C4:4F:33:1B:9D:3D
Fad Smart Device Iskra d.d.
13

( ] 96.28
~ Smart Device Espressif

Figure 12: SG name in Fling application
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3.4 Configuring SG with MiQen configuration

SW

Start the MiQen application and then click on Change settings under Communication port. There are
two ways to connect MiQen to SG, via Wi-Fi or via the RS485 connection.

File Tools View Help

(oS- e » Q2@
& Refresh Address: 34 [ SGE1 # Goto: = Device #34, IP Address: 10.96.2.121, Port: 10001, Modbus TCP, Timeout 10s
§ Wl Connection
g9
Connection Selected device Communication port Searching
Type: SG-E1. Soft Ver. 0.31 Port 10.96.2.121
o1 can the network
5 | Serial number SG000002 Sefiing: 10001 , Scan the network
Settings
14 16 My devicae B
@, Erowse et devices
Measurements

Figure 13: Change settings selection

3.4.1 Connecting MiQen to SG via Wi-Fi

For connecting in this mode, we need IP address of
SG (see chapter 3.2). Enter SG IP address, IP port
(default is 10001) and click OK. Set SG address to
34 and click Refresh.

Figure 14: Communication port for
connecting MiQen to SG via Wi-Fi

Communication port

Seral Ethemet USB IR LPR  Flag

3.4.2 Connecting MiQen to SG via R5485

This connection works only is SG’s RS485 port is configured as a slave (Default setting). If you enable
RS485 devices in settings, RS485 on SG becomes master and you cannot use RS485 port for settings.

IP Address: 10.96.2.125

IP Port: 10001

Protocol Modbus TCP ~

Response timeout (sec): 10 =
Cancel

If you want to connect via RS485, you need to
wire your RS485 adapter to SG's RS485 port. Set
communication port to COM on which you have
RS485 adapter. Speed is 115200 bits/s, parity is
none and Stop bits is 1.

Click OK.
Set SG address to 34 and click Refresh.

Figure 15: Communication port for
connection MiQen to SG via RS485

Communication port *
Seral  Ethemet USE IR LFR  Flag

Communication port: COoM8 ~
Bits per second: 115200 ~
Parity: None ~
Data bits: 8

Stop bits: 1 -

Cancel

User’s Manual SG-E1 / SG-W1 / SG-W1A
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3.4.3 Connecting to SG

From now on, the procedure is the same, no matter if you connect via Wi-Fi or RS485. Set Address to
34 and click Refresh.

WARNING!

It is very important to set address to 34!

If settings are correct, you can see SG under Selected device. Click on Settings icon and click Read
settings.

File Tools View Help

|H & ¥ EHZG
€@ Refresh Address: B s6£1 # Goto: ~ Device #34, IP Address: 10.96.2.121, Port: 10001, Modbus TCP, Timeout 10s -
; %1 Connection
=8
Connection Selected device Communication port Searching
Type: SG-E1. Soft Ver:0.31 Port 10.96.2.121
Scan the network
{3 1 Serial number: SGO00002 Setting: 10001 .
Settings
G.J‘ Browse ethernet devices
Measurements

Figure 16: Set Address to 34

%¥ MiQen 2.1 - Setting Studio =~ 5| X
File Tools View Help
[ ENE g Q2 e
W Refresh Address: 34 :fj SGEL #¥ Goto: ~ Device #34, IP Address: 10.96.2.121, Port: 10001, Medbus TCP, Timeout 10s i
@ Settings
oL
Connection
What do you want to do?
Settings
Measurements
Figure 17: Read settings selection
MiQen will download settings and you can check and set settings.
%3 MiQen 2.1 - Setting Studio - [m] X
File Tools View Help
BLAE-EEHdE g0 $» H%*a
¥ Refresh Address: 34 5 sGEL # Goto: - Device #34, IP Address: 10.96.2.121, Port: 10001, Modbus TCP, Timeout 105 -
_ ol SG-E1, Serial number: SGODO002, Read at 12:06:26
*j—g @ Setting
Connection Geners| Tipe

S Communication
] IR Devices
] RS£85 Devices

Serial Number

Software version

e
e |

Settings Software version WiFi [File system) 0.13

Software version WiFi 420

Hardware version A
MAC Address

Measurements
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%5 MiQen 2.1 - Setting Studio - O x
File Tools View  Help
AAE-BduLan LI=I
¥ Refresh Address: 34 [5 S6E1 # Goto: ~ Device #34, IP Address: 10.96.2.121, Port: 10001, Modbus TCP, Timeout 105 -
@l Settings SG-E1, Serial number: SGOOD002, Read at 12:29:07
= =
gg o SGEl Setiing Value

: ‘j ?:Emumca‘mn Loeation Location
- ¥ IR Devices .
B s Dovoss Time zane {GMT) Greenwich Mean Time (London)
Auto Summer/Winter time No
i 2 Time Synchrorization source Mo synchronization
7 MiQen 2.1 - Setting Studio - o x
File Tools View Help
BAE-ad = JI- ¥ H%» G
¥4 Refresh Address: 34 [ seEL # Goto: = Device #34, IP Address: 10.96.2.121, Port: 10001, Modbus TCP, Timeout 10s -
_ @ Settings SG-E1, Serial number: SG0D0002, Read at 12:06:26
,_f}g =-f s6E1 Setting Value
. ® G T
“j Local Pott 10001
4 IR Devices -
r [ RS485 Devices ViRt Network
A Network name (SSID) Tsenzor
e 3 Password mer2senzor_tempad
Push Data Client
Enatled No
Hostname 10.56.2.108
Pot 1883
Measurements
Push protocel Standard TCP
Publish interval [5] 600
Push Response Time (5) 10
f MGTT Topic devices
Analysis MGTT Usemame
MQTT Password
) Time Synchronization
W NTP Server 1 rtplamess
by Cevices NTP Server 2
NTP Server 3
A
v
i MiQen 2.1 - Setting Studio - o x
File Tools View Help
BhE-Ed = ) ¥ EH%* G
Tl Refresh Address: 34 [ sGEt # Goto: + Device 234, IP Address: 10.96.2.121, Port: 10001, Modbus TCP, Timeout 105 -

i Settings SG-E1, Serial number: SG000002, Read at 12:06:26
= o
,31,5 = SeE! Settng Value

-

Connection c .
&3 Communication External rela
y
¥
Operating mock Maral
. - |5 RS485 Devices perating mods anual
(&' Energy counter
se:t'mg; Enabled No

Device Address 33

4 MiQen 2.1 - Setting Studio - o x

File  Teols View Help

BE-ad = JIF- ¥ H %G
. Refresh Address: 34 [ seEL # Gota: + Device #34, IP Address: 10.962.121, Port: 10001, Modbus TCP, Timeout 10s -
. @i Settings SG-E1, Serial number: SGODD002, Read at 12:06:26
{:ﬁg -8 seEl Setting Value
-
Connection fa% General Network properties
o Commncason 115200 =
- 8] IR Devices ’ m
7 B arity lone
o Data bits 8
SE&“‘"ES Stop bits 1
Device 1
Description R5485 Bicom 1
Device Type Energy meter
Device Address 3
Measurements
Device 2
Description RS435 Bicom 2
s Device Type MNot connected
. Device Address 32
Analysis

Figure 18: MiQen settings

WARNING

If MiQen is connected to SG via RS485, it will lose connection if you change Device Type from
not connected to any other type.
]
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4 SG FUNCTIONS
4.1  SG PusH/PUBLISH SYSTEM 4-21
4.2 RESTAPI 4-21
4.4  RESETBUTTON 4-39
4.5  FACTORY RESET 4-39
4.6  SG AP (ACCESS POINT) MODE 4-39
4.7  STATIC (FIXED) IP CONFIGURATION 4-39
4.8 MQTT COMMANDS 4-40

4.1 SG Push/Publish system

The SG can be used to publish up to 17 device's measurements to cloud systems. Supported protocols
are:

e  MAQTT (JSON data format)
e Iskra’s proprietary push to MiSmart system (XML data format)

As mentioned, SG has possibility to push 17 device’s measurement, left IR device and 16 RS486 devices.
Every device has settings for pushing data to 2 different push/publish systems.
For example:

Every device can publish measurements to 2 different MQTT brokers with different time interval. MQTT
payload is the same as with REST API (described in REST API chapter)

4.2 REST API

SG can also act as TCP REST API server (JSON data format) for polling measurement data.

Up to 17 connected devices can be used for REST API:

Device REST API Link for Measurements

Device 1 /get_command?command=get_measurements&number=0
Device 2 /get_command?command=get_measurements&number=1
Device 3 /get_command?command=get_measurements&number=2
Device 17 /get_command?command=get_measurements&number=16
Device REST API Link for Energy Counters

Device 1 /get_command?command=get_counters&number=0

Device 2 /get_command?command= get_counters &number=1
Device 3 /get_command?command= get_counters &number=2
Device 17 /get_command?command= get_counters &number=16

4.2.1 Get settings command

With get_settings command, complete settings are returned in JSON format.

Command: http://sg000013/get_command?command=get_settings

4-21 |
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JSON Response:
{
"header": {
"cmd": "get_settings",
"timestamp": "28.10.2020 11:40:44"

b
"settings": {
"locked": O,
"description": "SG", "location": "Home",

"wifi_ssid": "",
"wifi_password": ""
"ntp_serverl": "ntpl.arnes.si",
"ntp_server2": "ntp2.arnes.si",
"ntp_server3": "ntp3.arnes.si",
"pushl_protocol": 1,
"pushl_resp_time": 10,
"maqttl_server": ""
"maqttl_port": 1883,

"maqttl_cert_file": ""

"mqttl_key_file": "",
"mqttl_roottopic":"devices/SG000013",

"maqttl_sub_topic": "cmd",
"mqttl_pub_topic": "publish",
"mqttl_username": "',
"maqttl_password": "',

"mqttl_tls": 0,
"push2_protocol": 0O,
"push2_resp_time": 10,
"maqtt2_server":
"maqtt2_port": 1883,

nn
’

"mqtt2_cert_file":

"mqtt2_key_file":
"mqtt2_roottopic":"devices",

"mqtt2_sub_topic": "cmd",
"mqtt2_pub_topic":  "publish",
"mqtt2_username": "',
"mqtt2_password": "',

"mqtt2_tls": 0,
"connection_mode": 2,
"wifi_max_retry": 10,
"sg_modbus_addr": 34,
"tcp_port": 10001,
"http_port": 80,
"timezone": 60, "time_sync_src": 1,
"left_ir_enabled": 0,
"ir_counter_addr": 33,
"leftir_pushlink": 0,
"leftir_pushintv": 600,
"ir_ext_rel_mode":0,
"ir_relay_desc":  "IR Bicom",
"rs485_baud_rate": 7,
"rs485_stop_bits": 0,
"rs485_parity":0,
"rs485_data_bits": 0,
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"rs485_type_1":
"rs485_type_2":
"rs485_type_3":
"rs485_type_4":
"rs485_type_5":
"rs485_type_6":
"rs485_type_7":
"rs485_type_8":
"rs485_type_9":
"rs485_type_10":
"rs485_type_11":
"rs485_type_12":
"rs485_type_13":
"rs485_type_14":
"rs485_type_15":
"rs485_type_16":
"rs485_addr_1":
"rs485_addr_2":
"rs485_addr_3":
"rs485_addr_4":
"rs485_addr_5":
"rs485_addr_6":
"rs485_addr_7":
"rs485_addr_8":
"rs485_addr_9":
"rs485_addr_10":
"rs485_addr_11":
"rs485_addr_12":
"rs485_addr_13":
"rs485_addr_14":
"rs485_addr_15":
"rs485_addr_16":
"rs485_desc_1":
"rs485_desc_2":
"rs485_desc_3":
"rs485_desc_4":
"rs485_desc_5":
"rs485_desc_6":
"rs485_desc_7":
"rs485_desc_8":
"rs485_desc_9":
"rs485_desc_10":
"rs485_desc_11":
"rs485_desc_12":
"rs485_desc_13":
"rs485_desc_14":
"rs485_desc_15":
"rs485_desc_16":

"rs485_pushink1":
"rs485_pushink2":
"rs485_pushink3":
"rs485_pushink4":

OO0 00000000000 oo +

w
3 ~ ~ @

W O NV A WN

[ e N S S =
s dERO

16,

"MC666",

"RS485 Device 2",
"RS485 Device 3",
"RS485 Device 4",
"RS485 Device 5",
"RS485 Device 6",
"RS485 Device 7",
"RS485 Device 8",
"RS485 Device 9",
"RS485 Device 10",
"RS485 Device 11",
"RS485 Device 12",
"RS485 Device 13",
"RS485 Device 14",
"RS485 Device 15",
"RS485 Device 16",
0,

0,
0,
0

’
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"rs485_pushink5": 0,
"rs485_pushink6": 0

"rs485_pushink7": 0,
"rs485_pushInk8": 0,
"rs485_pushink9": 0,

"rs485_pushink10":
"rs485_pushink11":
"rs485_pushink12":
"rs485_pushink13":
"rs485_pushink14":
"rs485_pushink15":
"rs485_pushink16":
"rs485_pushint1": 600,
"rs485_pushint2": 600,
"rs485_pushint3": 600,
"rs485_pushint4": 600,
"rs485_pushint5": 600,
"rs485_pushint6": 600,
"rs485_pushint7": 600,
"rs485_pushint8": 600,
"rs485_ pushint9": 600,
"rs485_pushint10": 600,
"rs485_pushint11": 600,
"rs485_pushint12": 600,
"rs485_pushint13": 600,
"rs485_pushint14": 600,
"rs485_pushintl5": 600,
"rs485_pushintl6": 600,
"log_disablel": 65535,
"log_disable2": 65535,
"mqttl_loglevel": 3,

O 0000 oo

"mqtt2_loglevel": O,
"pent_threshold": 10,
"serial_number": "SG000013",
"model_type": "SG-W1 ",
"debug_console": 0

User’s Manual SG-E1 / SG-W1 / SG-W1A I 4-24



FIRST STEPS

R

Iskra

4.2.2 Measurements JSON data format

APl command: http://SG_IP_address/get_command?command=get_measurements

Example:

http://10.96.2.121/get command?command=get measurements&number=0

JSON Response:

{

"header":

llcmdll
"number"

{

:"'get_measurements',

-0,

"modbus_addr"™ :33,

"local_time"
"description”

"location" :""Here",

"model™

}.

CUWM3m4c,
"serial_number':""18230001""

"measurements': {

"frequency': "50.01 "

""U1t:-r220.5 VU,
'"y2':-r220.6 VU,
''220.5 V",

"u3r:
B B
"2t
13T
""PO™:
"P1':
P2
"P3':
Q0" :
Q1
"Q2':
"Q3':
'S0
"S1t:
"S2't:

"0.
"0.
"0.
"6.
.6 W,
"2
"1

"o

074 A",
045 A",
019 A",
5 w",

2w,
7w,

"-27.7 var",
"-15.6 var",

"-9.0 var",

"-2.9 var",
"30.5 VA",
"16.4 VA",

"'9.

8 VA",

"S3'"i4.2 VA",
"PFO":
"PF1":
"“"PF2":
“"PF3":
""PAO™:
“PALM:
""PA2":
""PA3":
"Tint":

“THDI1":
"THDI2":
"THDI3":
"THDUp1':
"THDUp2':
"THDUp3':
“tariff':

"0.2124 Cap",
"0.1607 Cap",
"0.2190 Cap",
"'0.3984 Cap",
"-76.91",
"-80.57",
"-76.82",
"-60.85",
"36.70",

"23.36",
"31.12",
"74.02",
"2.50",
"2.51",
"2.51",

:"25.02.2020 13:18:42",
o' WM3Mm4C
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4.2.3 Energy counters data format

APl command: http://SG_IP_address/get_command?command=get_counters

Example:

http://10.96.2.121/get command?command=get counters&number=0

JSON Response:

{

"header™: {
"emd"':
"number': O,
"total™: 2,

"local_time":"28.1
"modbus_addr':33,
"description’:
"location': ‘''Here
"model™: e
"serial_number™:

''"get_energy_counters",

0.2020 09:00:36",

"1E38",

'*X0000121",

"resetable_counters':16,
"non_resetable counters':

3,

“counters™: {
"counterlnr':"0.2 kWh",
"counter2nr:"0.0 kWwh',
"counter3nr':"0.0 kvarh",
"counter4nr:"0.0 kvarh",
"counterl': "0.2 kWh',
"counter2': 0.0 kwWh',
"counter3'": "0.0 kvarh",
"counter4'": "0.0 kvarh",
"counter5'": 0.2 kWwh'",
"counter6': 0.0 kWwh'",
"counter7'": "0.0 kvarh",
"counter8": "0.0 kvarh",
"counter9": "0.00 kwh",
"counter10": "0.00 kwh",
"counterll': "0.00 kvarh',
"counterl2": "0.00 kvarh',
"counterl3": ""0.00 k',
"counter14™: "0.00 k',
"counterl5"™: *""0.00 k',
"counter16': ""0.00 k"

3,

"settings'": {

"phaselnr”: "Total",
"phase2nr: "Total",
"phase3nr: "Total",
"phase4nr: "Total",
"phasel': "Total",
"phase2': "Total",
"phase3': "Total",
"phase4': "Total",
"phase5': "Total",
"phase6'': "Total",
"phase7'': "Total",
"phase8': "Total",
"phase9': "Total",
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"phasel0":"Total",
"phasell": "Total",
"Total",
"Total",
"Total",
"Total",
"Total",

"phasel2":
"phasel3":
"phasel4':
"phasel5":
"phasel6":

"tarifflnr':

"tariff2nr"
"tari ff3nr’
"tariff4nr”

"tariffl":
"tariff2':
"tariff3":
"tariff4':
"tariff5":
"tariffe':
"tariff7':
"tariff8':
"tariffo':
"tariff1o”
"tariffll”
"tariffiz2”
"tariffl3"
"tariffl4”
"tariffls”
"tariffle"”

"1

"1 2
"1 2

(S

NNDNNNDNNN

Wwwwwwwow

2
2

A DDA DDdDIN

W www
A D DD
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4.2.4 IoT use case

You can use SG to connect energy meter with RS485 communication to home automation SW like
“Home assistant”.

S Dreme  Gois  Sed  Zuns

Regulacija MC666 Weather

Q  Regulacis Off @ Piotsl 1017w B Temperature 154¢
(O  Gorike off ® P 63.82W &  Relative Humidity 49%
Regulation 21.5 15 minut P2 1527w Pressure 1011 mi
gul: b
® ™ 2265W Friday and
thundershowers likely. High
WTS100 ® w 2207V near 20C. Winds N at 10 to
15 ken/h. Chance of rain
100%. Locally heavy rainfall
T 154°C @ w 2207V possible
& zomav 3% & u 2207V Friday Night Cloudy with periods of rain.
Thunder possitle. Low 11C.
Winds light and variable.
© Zunajp 1012kPa @ CounterT! 50791 kwh Chance of rain 90%
@  Zunajbatt 94% ® CounterT2 72648 kWh Saturday Showers and
thunderstorms. Warm. High
SO } . 23C. Winds NNE at 101015
©@  ZunajTime 20180504 07:23.25 @  Taiff 1 km/h. Chance of rain 90%.
3 RacunslnicaT 281°C Saturday Night Showers in the svening,
then partly cloudy

@ RacunalnicaV! 57%

Figure 19: Home assistant screen
MC666 is energy meter, Home assistant is configured to read active powers and voltages.
Example of REST configuration for U1 measurement:
- platform: rest
resource: http://sg000013/get_command?command=get_measurements
name: "U1-
unit_of_measurement: "V*

value_template: "{{ value_json._measurements._Ul.split("" ")[0] }}*
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4.3 SG WEB interface

The SG WEB interface is intended to display statuses, measuring data, change settings and provide an
interface for SW upgrade.

Pages for measuring data displays results of maximum 3 connected devices.

4.3.1 Status page

Status provides basic device status and settings.

&/ Iskra SG Status

Model Type SG-E1

SG Settings Serial number 5G000039
Connection mode Ethernet

Measurements Description Description
Location Location

Energy Counters Flash Size 8 MB
EEPROM 2 kB

road Profle

Energy Recorder IP address 10.96.2.143
MAC address 98:F4:AB:0E:60:17

External Devices App Status Normal
Upgrade Status OK

Bicom control MQTT 1 Status Connected
MQTT 2 Status Disabled

e Ll Settings CRC 0x9BCD (0x9BCD)
Free Memory 109636 (86524)
Error flags 0x00000000
SW Version 78
HW Version B
Filesystem Version 32
Temperature N/A °C
Digital input count 0
Uptime 0d 00:46:15
Local Time 06.09.2021 09:52:09

Figure 20: ISKRA SG status screen
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4.3.2 SG Settings

SG Settings segment consists of General, Communication, IR Devices, and RS485 Devices section.
General section is intended for general settings and time settings. Communication section sets SG
communication and MQTT settings. IR Devices section is intended for IR relay and IR counter settings.
RS485 Devices sets settings of RS485 communication.

&/Iskra SG Settings
SG Status Communication | IR Devices | RS485 Devices

56 Setlings

—General Settings

LEEETETEIE Description: |Description |

Location: |Locatien |

Energy Counters

Connection Mode:
Load Profile o WiFi

@ Ethernet
Energy Recorder
WiFi 5510: | Tsenzor

External Devices WiFi Password: |-

@ Obtain an IP address automatically (DHCP)

Bicom control O Use following IP address

SG Upgrade IP:[10.95.2.143
—— | Gateway: |10.85.0.1
MNetmask: |255.255.252.0
DN31: |5283
DN52: 5544

Use WiFi AP as a fallback connection:
@ Disabled
0 Enabled

TCP Modbus:
O Disabled
® Enabled

UDP Discovery:
O Disabled
@ Enabled

Pulse counter:

@ Disabled

O Enabled
Temperature input:

@ Disabled
2 Enabled

Local Modbus Address:
Local TCP Modbus Port: [10001 |
Local Http Port: [30 |

Energy Recorder 1 Counter: [0 |

—Time Settings
NTP Synchronization:
O Disabled
@ Enabled

Timezone:
|(+1:00) Europesn Cantral Tirre [Bruzzels) W |

NTP Servers:

|mp1.ames.si |
|mp2.ames.si |
|tz3.zmas.zi |

—Debug settings
@ |nternal port
' RS5485 port

Debug 1 value:[0 |
Debug 2value: [0 |
Debug task:

@ Disabled
2 Enabled

Figure 21: SG settings: General section
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SG SETTINGS

S Stalus

56 Seftings

IMeasurements

Enzrgy Counters

Loed Profie

Energy Recorder

External Devicas

Bicom conirol

5G Upgrade

| General IR Devices | RS5485 Devices

—Push | Publish Link 1:

Push protocol:
0 Dizabled

& MOTT

O Standard TCP

MOTT/IPUSH Server: [10.86.294

MGTT/PUSH Port: 1383
Push response time: 10

MGTT Profocol:

& MOTT over TCP

O MGTT over 551

O MOTT over 551 Mutual Auwth

MOTT Username:

MOTT Password: |

MGTT Reot Topic: [SG000028

MOTT Subscribe topic: | omd

MGTT Publish topic: [publish

MOTT Server certificate filename:

MGTT Client certificate filename:

MGTT Client Private key filename:

MOTT Logging:
Viamings w

—Push / Pulbdish Link 2:

Push protocok:
@ Disabled

O MaTT

0 Standard TCP

MOTT/PUSH Serven
MOTT/PUSH Port: | 1383

Push response time: |10

MGOTT Profocol:

MOTT over TCP

MOTT over S5L

MOTT over 551 Mutual Awth
MOTT Username:
MOTT Passwornd:
MOTT Root Topic: | SG000033
MQTT Subscribe topic: omd
MOTT Publish topic: publish
MOTT Server certificaie filename:

MGTT Client certificate filename:

MOTT Client Private key filename:

MOTT Lopging:

Sae s=nings

Figure 22: SG settings: Communication
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&/Iskra SG Settings

SG Status ‘ General ‘ Communication RS$485 Devices

SG Settings
—IR Energy Counter:
Measurements O Disabled
@ Enabled

Energy Counters

IR Energy Counter Modbus Address:

=tallFrEdE IR Energy Counter Push/Publish:
Energy Recorder IR Energy Counter Push/Publish Interval:

External Devices

—IR Relay

Bicom control
IR Relay Operating Mode:

® Not Connected
O Controlled by SG
O Controlled by IR Counter

IR Relay Push/Publish:
IR Relay Push/Publish Interval:

IR Relay Description: | IR Bicom

SG Upgrade

Figure 23: SG settings: IR devices
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SG SETTINGS

SG Status

SG Settings

Measurements
Energy Counters
Power Graph
External Devices
Bicom control

SG Upgrade

IR Devices RS485 Devices

—R 5485 Communication parameters:

R$485 Baud Rate:

RS485 Parity:
® None
O Odd
O Even

General ‘ Communication

RS$485 Stop Bits:
®1

o2

—RS 485 Device 1

RS 485 Device 1 Type:

RS 485 Device 1 Modbus Address:

RS 485 Device 1 Push/Publish:

RS 485 Device 1 Push/Publish Interval:

RS 485 Device 1 Description:

—RS 485 Device 2

RS 485 Device 2 Type:

RS 485 Device 2 Modbus Address:

RS 486 Device 2 Push/Publish:

RS 485 Device 2 Push/Publish Interval:

RS 485 Device 2 Description:

RS 485 Device 5 Modbus Address: |5 |
RS 485 Device 5 Push/Publish: | No Push/Publish + |
RS 485 Device 5 Push/Publish Interval: (600

RS 485 Davice 5 D Iption: |[AS485 Device &

—RS 485 Device &

RS 485 Device B Push/Publish Interval: 600

R3S 485 Device & Description: [R5485 Device 6

—RS 485 Device 7

RS 485 Device 7 Push/Publish: _ﬂglu_ﬂf\ir&h_:_i

RS 485 Device 7 Push/Publish Interval: 600
RS 485 Devica 7 Description: [AS485 Device 7 |

—RS 485 Device B

R3S 485 Device 8 Type: | Kot Connectad vl

RS 485 Device 8 Modbus Address: |8

| Save satlings .ENesn page |

Figure 24: SG settings: RS485 devices
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4.3.3 Energy counters

Energy Counters page displays energy counter values for connected devices.

&/ lskra COUNTERS
SG Status

SG Sett
L Device Model IE38M Dc
Measurementis 5 ial

bevice seria X0000121

Energy Counters Device Modbus 33

Address
Power Graph -
Device Description IE38 Ma r]an
External Devices
= "™  Dpevice Location Pr men
Bicom control Counters (Reset Counter Value

Counter 1 - Total
SG Upgrade Tariff:123 4 0. 0 kWh

————— Direction:
Counter 2 - Total
Tariff:123 4 0.0 kWh
Direction:
Counter 3 - Total
Tariff:123 4 0.0 kvarh
Direction:
Counter 4 - Total
Tariff:123 4 0.0 kvarh
Direction:
Counter 5 - Total
Tarif:123 4 0.0 kWh
Direction:
Counter 6 - Total
Tariff:123 4 0.0 kWh
Direction:
Counter 7 - Total
Tariff:123 4 0.0 kvarh
Direction:
Counter 8 - Total
Tariff:123 4 0.0 kvarh
Direction:
Counters (Non
Reset
Counter 1 - Total
Tariff:123 4 12345678.9 kWh
Direction:
Counter 2 - Total
Tariff:123 4 23456789.0 kWh
Direction:
Counter 2 - Total
Tariff:123 4 0.0 kvarh
Direction:
Counter 4 - Total
Tariff:123 4 0.0 kvarh
Direction:
Local Time: 28.10.2020 09:49:53

Counter value

Figure 25: COUNTERS screen
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4.3.4 Measurements

Measurements page displays basic measuring data from connected devices.

& Iskra

MEASUREMENTS

SG Status

SG Settings

Measurements

Energy Counters

Power Graph

External Devices

Bicom control

SG Upgrade

Device Model IE38MDC
Device Serial Number X0000121
Device Modbus Address 33
Device Description IE38 Marjan
Device Location Pr men
Ui 0.0 mv
I1 0.0 A
Real Power 0.0 W
Reactive Power 0.0 var
Apparent Power 0.0 VA
Power Factor 1.0 Ind
Power Angle 0.00°
THD-Up 0.00%
THD-I 0.00%
u2 0.0 mv
I2 0.0 A
Real Power 0.0 W
Reactive Power 0.0 var
Apparent Power 0.0 VA
Power Factor 1.0 Ind
Power Angle 0.00°
THD-Up 0.00%
THD-I 0.00%
u3 248.5V
I3 0.0 A
Real Power 0.0 W
Reactive Power 0.0 var
Apparent Power 0.0 VA
Power Factor 1.0 Ind
Power Angle 0.00°
THD-Up 3.29%
THD-I 0.00%
Total Real Power 0.0 W
Total Reactive Power 0.0 var
Total Apparent Power 0.0 VA
Total Power Factor 1.0 Ind
Total Power Angle 0.00°
Frequency 50.03 Hz
Internal Temperature 32.70°C
Active Tariff 1
Local Time 28.10.2020 09:47:44

Figure 26: MEASUREMENTS screen
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4.3.5 Load Profile

Load Profile page displays measurements of energy per time (last 24 hours) in 15 minutes intervals.

&llskra Load Profile
SG Status Device 1~
SG Settings IKW
Measurements
225kW I
Energy Counters |
T .
Energy Recorder || | | I |I|| I |
— i ooll o I LS
S . | Wl
Bicom control 0kW IIIIFIIIFIIIFI“F-IIFII Jllugl.lpl.puhll Iullulllllul 1] ‘lll |||J hl I" 1
0:00 2:00 4:00 6:00 8:00 10:00 12:00 14:00 16:00 18:00 20:00 22:00 24:00

SG Upgrade
[ Today [T Vesterday
Total energy in last 24 hours: 11,70 kWh
Max power in last 24 hours: 2.44 kW

Min power in last 24 hours: 99 W
Device type: MC666, serial number: MC009864

Figure 27: Load Profile graph screen

4.3.6 External Devices

External devices page displays all devices connected to SG

&llskra

External Devices

SG Status

SG Settings

Measurements

Energy Counters

Load Profile

Energy Recorder

External Devices

Bicom control

SG Upgrade

External Device Model Serial no. Modbus addr
Left IR Device WM3M4C W4124940 33
Right IR Device Disabled

RS 485 Device 1 Disabled 35
RS 485 Device 2 Disabled 36
RS 485 Device 3 BI432 BI010001 31
RS 485 Device 4 BI432 BI001487 32
RS 485 Device 5 Disabled 5
RS 485 Device 6 Disabled 6
RS 485 Device 7 Disabled 7
RS 485 Device 8 Disabled 8
RS 485 Device 9 Disabled 9
RS 485 Device 10 Disabled 10
RS 485 Device 11 Disabled 11
RS 485 Device 12 Disabled 12
RS 485 Device 13 Disabled 13
RS 485 Device 14 Disabled 14
RS 485 Device 15 Disabled 15
RS 485 Device 16 Disabled 16

Figure 28: External devices screen
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4.3.7 Bicom control

There are up to three bicom controls on web page. Every Bicom has ON, OFF and Toggle button.

BICOM CONTROL

IR Bicom ON IR Bicom OFF IR Bicom Togogle

IR BICOM STATE = ON

485 1 Bcom ON 485 1 Bicom OFF 485 1 Bicom Toggle

485 1 BICOM STATE = N/A

485 2 Bcom ON 485 2 Bicom OFF 485 2 Bicom Toggle

485 2 BICOM STATE = N/A

Time: 23.4.2018 12:46:03

Figure 29: BICOM CONTROL screen

User’s Manual SG-E1 / SG-W1 / SG-W1A

| 4-37



sliskra |

4.3.8 Upgrade

SG supports firmware upgrade via HTTPS WEB server.

User must enter URL of upgrade file and select certificate for WEB server verification. Certificate must
be present on SG’s internal filesystem.

If there is no certificate present on device, click on Certificate Manager button and add certificate file.

<t
&/lskra SG UPGRADE
SG Status — Certificate Manager
| Certificate Manager ‘
SG Settings
—Upgrade settings
Measurements

Upgrade file URL:

Energy Counters

Load Profile Select Server Certificate
| Choose Certificate from Filesystem v |

Energy Recorder

| Start Upgrade
External Devices

Bicom control

SG Upgrade

Figure 30: Upgrade WEB page

WARNING

When Start Upgrade button is clicked SG is redirected to status page. If not, wait a few seconds
and click again.

It is possible that default setting will be applied after upgrade. Also provisioning must be done
again.

4.3.9 Certificate manager

Server certificate must be present on SG to perform upgrade. Certificate file can be uploaded with
certificate manager.

&llskra SG File Browser
SG Settings iskrasistemi.pem file 1923 | Delete |
Upload a file | Choose file | No file chosen
leEsurEEE Set path on server| [ Upload |

Energy Counters
Load Profile
Bicom control

SG File Browser

SG Upgrade

Figure 31: Certificate manager WEB page
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4.4 Reset button

SG is using capacitive touch sensor as reset button. Reset must be pressed at least 2 seconds to reset
SG.

4.5 Factory reset

Factory reset is a way to restore the device to its original (factory) settings. Wi-Fi provisioning data is
also deleted, so provisioning must be done again.

Factory reset procedure:

1. Press and hold reset button (orange LED is blinking slowly).

2. After 10 seconds green LED blinks and reset must be released.

3. Within 10 seconds press and hold reset button again (red LED is blinking slowly).
4

After 10 seconds red LED blinks to indicate success.

4.6 SG AP (access point) mode

If Use WiFi AP as a fallback connection setting is selected, then SG acts as a Wi-Fi access point when
SG can’t connect to Wi-Fi or Ethernet network.

Name of AP is serial number of SG (ISxxxxxx). Password is set to 12345678.

IP address of SG is 192.168.4.1.

4.7 Static (fixed) IP configuration

SG can be set to use static IP instead of DHCP.

WEB settings:

i) Obtain an IP address automatically (DHCP)
@® Use following IP address

IP:10.96.2123 |
Gateway: [10.96.0.1 |
Netmask: | 255.255.255.0 |
DNS1:[88388 |
DNS2:(8.8.4.4 |

MiQen settings:

MNetwork connection Ethemet

Static fixed) IP Address Yes ~
IP Address 10.96.2.143

Subnet Mask 255255 2520

Gateway Address 105601

Primary DMS server 8888

Secondary DMNS server 8844
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4.8 MQTT commands

SG can receive MQTT commands published to Sroot_topic/Ssubscribe_topic. Topics are settable in
communication settings. MQTT commands must be in JSON format.List of MQTT commands:

4.8.1 Upgrade command

{
“data": {
“cmd': "upgrade_app",
"uri': "https://fwupdate.iskrasistemi.si/SG-78._bin",
"cert':"iskrasistemi.pem"
}
}
4.8.2 Reboot command
"data": {
cmd': “'reboot
}
}
4.8.3 Get settings command
{
"data": {
"cmd'™: ''get_settings”
¥
}

4.8.4 Set settings command

With set settings command every single setting can be changed. Settings names and format can be read
with get_settings command.

{

"data": {
“cmd': “'set_settings",
"magtt_tls":1,
"'mgtt_port':8883,
"connection_mode": 2

}
}

4.8.5 Get measurements command

Measurements from connected devices can be read with measurements command. Argument addr is
modbus address of device. Address 0 is used for IR device.

{
"data": {
"cmd"': ""'measurements',
"addr': O
¥
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4.8.6 Get counters command
Energy consumption counters of connected devices command.

{
“data": {
cmd"™: "‘counters',
"addr'': 35

}
}

4.8.7 Bicom command

Bicom command is used to manipulate bistable switches. Address 0 is used for IR device. Val arguments
are: on, off and status.

"data": {
"emd": "bicom",
"addr': 32,
"val': "on"

T

}
4.8.8 Detect 485 devices command

Command is used to detect devices connected to RS485 interface. Baud rate and stop bits needs to be
specified as arguments to command.

“data": {
"cmd': "'detect_485 _devices",
"baud_rate':19200,
"stop_bits": 2
}

4.8.9 Modbus commands

Following modbus commands are supported on SG:

e Read modbus registers
e  Write single modbus register

e  Write multiple modbus registers

Every command supports addressing by modbus address or by serial number.

4.8.9.1 Read Modbus command

{

"data": {
"cmd": "modbus_read",
"modbus_address':33,
"reg": 40156,
""no_regs': 1

}
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"data": {
"cmd": "modbus_read",
"serial_number': "MC024305",
“reg": 40156,
"'no_regs': 1

b

¥

Response is:

{
"cmd': "modbus_read",
"modbus address": 33,
"register': 40156,
"number of registers™: 1,
"values™: ["'0x0002']

}

4.8.9.2 Write Modbus single register

{
“data": {
"cmd': "modbus_write_single",
""modbus_address':33,
reg": 40156,
"value': 0
}
}
{
“data": {
"cmd': "modbus_write_single",
"serial_number': "MC024305",
“reg": 40156,
"value': 4
}
}

4.8.9.3 Write Modbus multiple registers

Values are in byte format and number of bytes should be odd.

{
"data": {
“cmd': "modbus_write_multi®,
"modbus_address':33,
"reg": 40101,
"values": [65, 66]

}

}

{

{

“data": {
"cmd': "modbus_write_multi’,
"serial_number':""MC024305",
“reg": 40101,
"values': [65, 66]
}

}
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4.8.9.4 Write certificate command

SG can receive certificate over MQTT and save it to local filesystem.

{

"data": {
“emd': "write_cert',
"name': "certificate_name.pem",
“cert": "---—- BEGIN CERTIFICATE-----

M1 1FYDCCBEigAwIBAgI1QQAF31TFUBUK47nagPGQKtzANBgkghk i GOWOBAQsSFADA/
MSQw1gYDVQQKExtEaWdpdGFs I FNpZ25hdHVyZSBUcnVzdCBDby4xFzAVBgNVBAMT
DKRTVCBSb2901ENBIFgzMB4AXDT IXMDEyMDESMTQWM10XDT 1 OMDkzMDE4MTQwM1ow
TzELMAKGALUEBhMCVVMXKTANBgNVBAOT IETudGVYybmVOIFNTY3VyaXR51FJIc2Vh
cmNo 1 Edyb3VwMRUWEWYDVQQDEWxJU1JH I FIvb3QgWDEwgg I iMAOGCSqGS I b3DQEB
AQUAA4 1 CDwAwgg I KAo I CAQCt6CRz9BQ385ueK1coH 1e+3LFFOJCMb jzmV6B493XC
ov7lam72AE802950hmxEk7axY/0OUEmu/HOLgMZshftEzPLp19d153704/xLx1ZpL
wYQGCWIKZmZs j 348cL+tKS1G8+TA50Cu4kuPt51+1A0F00eXfJIl111PoOK5PCm+D
LtFJIV4yAdLbal 9A4§XsDcCEbdFIwPPqPrt3aY6vrFk/CjhFLFs8L6P+1dy70sntK
4EWSJIQXW jQMpoOFTJIOWT2e4ZvxCzSow/ 1aNhUd6shweU9GNx7C7 ibluYgeGJIXDR5
bHbvO5BieebbpJovIsXQEOEO3tkQjhb7t/e098F1AgeYjzY 1 leFiNSYNNnWe+w5y
SR2bvAP5SQXYgdOFtCrWQemsAXaVCg/Y39WIEh81LygXbNKYwagJZHduRze6zgxZ
XmidF3LWicUGQSk+WT7dJIvUkyRGNWQNMQB9GoZmlpzpRboY7nnlypx1FeFntPI1F4
FQsDj43QLwWyPntKHEtzBRL8xurgUBN8Q5N0s8p0544FAQjQMNRbcTaOB7rBMDBC
SLeCO5imfWCKogMpgsy6VvYMEGEKDAOGh1gXxG8K28Kh8hjtGgEgqiNx2mnasH2gl
PRMP6zjzZN7 IKWOKKP/32+1VQtQi0Cdd4Xn+GOdwiK105tmLOsbdJ1Fu/7xk9TND
TwIDAQAB04 I BRj CCAU IwDwYDVROTAQH/BAUWAWEB/zAOBgNVHQ8BATSEBAMCAQYwW
SwY IKwYBBQUHAQEEPZzA9OMDSGCCsGAQUFBzACHh 1 90dHRwWO 1 8vYXBwcy5pZGVudHJI1
c3QuY29tL3Jvb3RzL2RzdHJIVb3R]j YXgzLNA3YzATBgNVHSMEGDAWgBTEp7Gkeyxx
+tvhS5B1/8QVY IWJEDBUBgNVHSAETTBLMAgQGBmMeBDAECATA/BgsrBgEEAYLFEWEB
ATAWMC4GCCsGAQUFBwIBF i1 JodHRWO18vY3BzLnJvb3QteDEubGV0Oc2VuY3J5cHQu
b3JInNMDWGA1UdHWQ1MDMwMaAvoC2GK2hOdHAGLY9 j cmwuaWR IbnRydXNOLmNvbS9E
U1RSTO9UQOFYMONSTC5 j cmwwHQYDVROOBBYEFHMOWeZ 7 tuXkAXOACI j1G1j26Ztu
MAOGCSqGS Ib3DQEBCWUAA41BAQAKcwBs Im7/DILQrt2M510GrS+044+/yQoDFVDC
5WxCu2+b9LRPWkS I CHXM6webFGJueN7sJ705XPWioW5WIHAQU7G75K/QosMrAdSW
IMUgNTP52GE24HGNtL 1 1goJFIcDygSMo59ahy2c12gBDLKobkx/J3vWraVOT9VuG
WCLKTVXkcGdtwlfFRj 1Bz4pYglhtmF5X6DY08A4 jqv2 1 19D jXA6USbW1FzXSLro0
he8Y41WS6wY7bCkjCWDCRQIMEhg76FsO3txE+FiYrugq9RUWhiF1myv4Q6W+CyBFC
Dfvp700GAN6dEOM4+gR9sd jJoSYKEBpsr6GtPAQwady753ech

————— END CERTIFICATE-----

}
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5 TECHNICAL DATA

In following chapter all technical data regarding operation of a three-phase electrical energy meter is

presented.
5.1  MECHANICAL CHARACTERISTICS OF INPUT 5-45
5.2 POWER SUPPLY INPUT 5-45
5.3 LED 5-45
54 Wik 5-45
5.5 IR SERIAL COMMUNICATION 5-45
5.6 ETHERNET (ONLY FOR SG-E1) 5-46
5.7 RS485 SERIAL COMMUNICATION 5-46
5.8 DIGITALINPUT 5-46
5.9  TEMPERATURE SENSOR (PT1000) INPUT 5-46
5.10 SAFETY AND AMBIENT CONDITIONS 5-46
5.11 ECDIRECTIVES CONFORMITY 5-47
5.12 DIMENSIONS 5-47
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5.1 Mechanical characteristics of input

Rail mounting according DIN EN 60715.

Terminals Max. conductor cross-sections
Main inputs Contacts capacity: 0.5mm?... 3 mm?

Connection screws: M3

Max torque: 0.5 Nm

Length of removed isolation: 6 mm
RS485 module Contacts capacity: 0.5mm?... 3mm?

Connection screws: M3

Max torque: 0.5 Nm

Length of removed isolation: 6 mm

5.2 Power Supply input

Nominal voltage Uy:

From 85 V to 265 V AC or 85 V to 300 V DC

Power consumption: <3w
Nominal frequency f,: 50 Hz and 60 Hz
Length of removed isolation: 6 mm

5.3LED

Colour:

Green: Slow blinking = operational state,
Fast blinking = connecting state

Red: Fast blinking = upgrading

Orange: Fast blinking = provisioning mode,

Slow blinking = factory reset procedure in progress (10 seconds)

5.4 Wi-Fi

Protocol: 802.11 b/g/n

Data rate: 150 Mbps

Adjustable transmitting power: 20.5 dBm
5.5 IR Serial communication

Type: IR

Speed: 19200 bit/s

Frame: 8 N, 1

Protocol: MODBUS RTU

5-45 |
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5.6 Ethernet (only for SG-E1)

e  Compliant with IEEE 802.3/802.3u (Fast Ethernet)
° Compliant with 1SO 802-3/IEEE 802.3 (10 BASE-T)

5.7 RS485 Serial communication

Type: RS485

Speed: 1200 bit/s to 115200 bit/s (default 115200 bit/s)
Frame: 8 N, 1

Protocol: MODBUS RTU

5.8 Digital input

Rated voltage:

230V (-20%...+15%)

Input resistance:

450 kQ

5.9 Temperature sensor (Pt1000) input

Measuring method:

| two wire connection

Input range with programmable ratings:

RTD sensors limit values: 200 Q- 10 kQ

Measuring voltage: <1V

Minimum temperature range: 100 K

Minimum differential resistance: 400 Q (1000 Q -> 1400 Q)
Lead resistance: <10 Q per lead
Consumption: <0.5VA

5.10 Safety and ambient conditions

According to standards for IEC 60950.

Temperature and climatic condition according to EN 62052-11.

Dust/water protection: IP50
Operating temperature: -25°C...+55°C
Storage temperature: -40°C...+70°C

Enclosure:

self-extinguish, complying UL94-V
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5.11 EC DIRECTIVES CONFORMITY

EU Directive on Measuring Instruments 2014/32/EU
EU Directive on EMC 2014/30/EU

EU Directive on Low Voltage 2014/35/EU

EU Directive WEEE 2002/96/EC

EU RED Directive 2014/53/EU

5.12 Dimensions

5.12.1 Dimensional drawing

Construction Appearance (SG-E1/W1) Appearance (SG-W1A)

All dimensions are in mm

20 30 175
20 30 17,5
[le1]
000 0
a
®) . ) o
<~ I < =1
Dimensions 2 E;% i ° gl @ |°
u]
u|
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0 @ @
® @ _
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6 ABBREVIATION/GLOSSARY

Abbreviations are explained within the text where they appear the first time. Most common abbreviations and expressions are explained in
the following table:

Term Explanation

Ethernet IEEE 802.3 data layer protocol

MODBUS / DNP3 Industrial protocol for data transmission
MiQen Setting Software for ISKRA instruments
Pl Pulse input module

AC Alternating quantity

IR Infrared (optical) communication
Pt1000 Temperature sensor

PQ Power Quality

List of common abbreviations and expressions
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